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Attack Resource Open
Surface Limitation Platform
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The Jeep Hack (2015)
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Fish Tank Thermometer (2018)
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'State of Mobile Device Awareness’

X}=&: SANS Mobile/BYOD Security Survey 2012
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‘'State of Mobile Device Awareness’

X}=: SANS Mobile/BYOD Security Survey 2012
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‘Lack of loT Security Awareness’

X}&: Trendmicro Research Finds Major Lack of IoT Security Awareness, Nov. 2018
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Spending vs Growth
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By 2020

25% 10°% 50%

of Enterprise of IT Security of loT
attacks will budgets implementations
involve loT allocate to loT will use

Cloud security
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THAIA (Visibility)

IT Asset Discovery Auto Classification

_ Device Visibility
loT Asset Discovery
Device Identity

Network Asset & Device Discovery
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Visibility Techniques

Scanning

SNMP Request

Agent Based Inspection
Banner (FTP. Telnet-)
HTTP user-agent

Open Port

UPnP

Infrastructure Polling

AP Controller Integration
(Meraki. Cisco ACI-+)
Cloud Integration

(AWS. AZURE)

LDAP

RESTful API
Orchestrations(EDR"*)

SNMP Trap

DHCP request
HTTP user-agent
ICS OT (Modbus..)
Netflow

RADIUS

MAC OUI
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(Network Access Control)
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NAC(Ne’rwork Access Control)
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All Platform
2019

All Platforms

Platform Name

ATEN KN4116VA KVM Switch

Huawei Enjoy 9s Phone

15 Pro Phone

SHARP MX-3071 Printer

(7]

itel P13 Phone

Realme Q Phone

BlueCi

Monitoring D

CVE

£

=

(Device Platform Intelligence)

EOL Type

Switch

Mobile

Mobile

Printer

Mobile

VOIP

Security

Wireless

Wireless

Other

Server

Server

Mobile

voIP

Mobile

Mobile

Mobile

Manufacturer
ATEN INTERNATIONAL Co., Ltd
Huawei Technologies Co., Ltd

Vivo Communication Technology Co. Ltd

Ltd - Hon Hai Precision Industry Co., Ltd)
SAMSUNG ELECTRONICS CO., LTD
Ingate Systems AB

D-Link Systems, Inc

Aethra Telecommunications - ATLC S.rl

es (Zebra Technologies Corp)

Infortrend Technology Inc

tachi Data Systems Corporation ()

Huawei Technologies Co., Ltd

Grandstream Networks, Inc

itel
reaime
Vivo Communication Technology Co. Ltd

c. (Symantec Corporation)

ORATION (Foxconn International Holdings

Country (HQ)
Taiwan

China

China

Japan

Korea
(Republic of)
Sweden
United States of
America
Taiwan

Italy

United States of
America

Taiwan

United States of
America

China

United States of
America

Hong Kong

China

United States of
America

Search

Added at

Sep 17, 2019

Sep 17,2019

IN)
o
©

Sep 17

Sep 17, 2019

Sep 17, 2019

Sep 17, 2019

Sep 17, 2019

Sep 17, 2019
Sep 17, 2019

Sep 17,2019

Sep 17,2019

Sep 17, 2019

IN)
o

Sep 17

Sep 17, 2019

Sep 17, 2019

Sep 17, 2019

o

Sep 17, 2019

Sep 17, 2019

GPDB v2.0

Over 10 Years
30.000+ Rules

L2 & L3 Fingerprint

Genians



JP1 tells you---

Device Business
(A|E3H) (A& H) (FYFMAH)

- ® IP/MAC . ® Manufacturer ® CVE for

@ PlatformName . ® PlatformURL i  Platform/

- ® Platform Type ® End of Life Manufacturer

- ® Platform 0S - ® Endof Support : ® Severity

IP Camera ® Connection Type ® (Qut of Business ® Description
- @ o

Image Acquisition :: @ News (plan)

------------------------------------------------------------------------------------------------------------
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OPl. t's Real

Platform’s Common Vulnerabilities and Exposures (CVE)

CVE-ID Severity v3.0  Severity v2.0 Description
CVE-2017-10796 m On TP-Link NC250 devices with firmware through 1.2.1 build 170515, anyone can view video and audio without
07/0212017 authentication via an rtsp://admin@yourip:554/h264_hd.sdp URL.

Manufacturer’s Common Vulnerabilities and Exposures (CVE)

TP-Link NC250 WiFi Camera

CVE-ID Severity v3.0  Severity v2.0 Descript -
Platform Information https://www.tp-link.com/us/home-networking/cloud-camera/tl-nc250/4specifications
CVE-2019-13268 TP-Link Arct
08/27/2019 a guest netw Search Engine Search on Google
packets, bet
issue an ARI End of Sales Yes more info
requests des
factor, one i End of Support Yes more info
CVE-2019-13267 TP-Link Arct Wired Connection Yes
08/27/2019 a guest netw
network, the Wireless Connection Yes
an IGMP Me
transferred v Fingerprinting Source [ HTTP | NIC VENDOR |

CVE-2019-13266
08/27/2019

CVE-2019-15060
08/2212019

CVE-2019-12104
08/14/2019

TP-Link Arck
a guest netn
ID field. Follc
that the routt
DHCP Requ

The tracerou
code executi

The web-bas
authenticatic

Added at

Manufacturer Name
Homepage
Headquarters

Business Status

May 28, 2019

TP-Link Technologies Co., Ltd
http://www.tp-link.com/us/
China

Ongoing

Suggest Update

@) Genians



J”! Coverage

Industrial loT

Mobile Desktop
Wireless Laptop
Server Switch
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Gateway IP Camera
Mer Speaker
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Controller

Building _
Adapter Industrial
Printer
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JP! Fingerprint Source

Passive
Layer 2

® MAC OUI / Vendor ® Telnet ® FTP

® DHCP ® FTP . ® HTTP(S) User-agent
® Hostname (netbios-ns) : ® SNMP OID / Desc. :: @ SMTP

e SMB 1 e OpenPort ;. e DHCP

® uPNP 1 e HTTP(S) User-agent ® MAC 0UI / Vendor

® HPSLP / BJNP / CUPS ® HTTP Page

® S|P ® HTTP Certificate

® CDP/LLDP ® ModBus / BACnet

L]
lllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll

AU
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JP! Work Flow

HTTP : HTTP/1.0 200 Ok
Content-Typs: text/himl zi A z MAC : A8:E5:39:35:88:8F VENDOR : Moimstone Co.,Ltd [Moimstone Co.,Ltd]
Server: httpd_four-faith @ = E T d Telnet .
Dats: Tus, 24 Ssp 2019 00:55:25 GMT J— .
Connsotion: oloss
Cachs—Control: no-stors, no-cachs, must-revalidate kbt et ek
Cachs~Control : post-check=0, pre-check=0 SNMP Description @ .1.3.6.1.2.1.1.1.0 = STRING: Linux (nors) 2.8.27.47 #1 FRESIET Thu Mey 11 23:45:35 KST 2017 ermiéll
Pragma: nooschs Open Port : 88
Cache—Control: no—cachs SMB 0S .
Pragma: no-cechs
Web Broswer 2
Expires: 0
llll* FQDN : VolP
<!DOCTYPE html PUELIC "~/ /WSC//DTD XHTML 1.0 Striot//EN" "nttp://wwmw.wS.org/TR/xhtml 1/0TD/xhtml 1-striot.dtd"> UPnP :
<ntml> DHCP @ 5303
dinail> 61=01ABE53335855F *
<mete http-squiv="Contsnt-Typs" contsnt="scol ication/xniml+xnl; charest=izo-8853-1" /> mim‘“ @ E zcl $E
<link rel="icon" href="imapse/favicon.ico" typs="imags/x-icon" /> 54240100235 -
<link rel="snortout icon" href="imapse/favicon.ico" typs="imags/x-icon" /> 55=010308000F 1024254278
<zoript typs="text/javesoript" ero="common.js"></z0r ipt> HTTP .
<zoript typs="text/javesoriot” sro="lang_pack/|anguaps. js"></seript> —— N
<link typs="text/czz" rel="stylezhsst” nref="styls/blus/ztyls.ces” />
<4i11251300020% (oui 16 30541) - Info</title> NIAECS FHNRZ69 2631
L
A -
u [
u [
u [
|
[R— s .
T :':m ; i Matches Node Type Manufacturer Platform Name os Connection Type Trust Score
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Trust Score

UPnP

MAC + SNMP
Description

DHCP

(Universal Option 12

Plug & Play)

85
@ VA AIZZ20] Hill
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Comparison.

Genians

@ Qualys. Vo
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Device Resolution Vs Coverage
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DPI in Genian NAC

AR E
nacdemo

THEE

QNE[ME

A8 | 5% STAERE

PE2

192.168.50.110

Ay s ERYHRE PFL
10.8.0.6
a 10.211.55.3
o 172.29.20.218
[0) 1924
[0] 192 2
o 192.168.50.11
[0} 192.168.50.15
o 192.168.50.20
a O 192.168.50.24
» 192.168.50.30
192.168.50.31
A 192.168.50.44

A
MACFE 2 o

2]

C4:64:13:3C:13:14

HojZ

Default Policy

MACZA Bm | mopym

S2EH(0]8)

SEPC46

ASAER

ent.openvpn.net scolt

& Super Administrator

ASAHEAL

499011244
2301314

Cisco Meraki Z1 AP

ASUS RT-AC68P Wireless Router

Apple iPhone

Genians Genian NAC

%5!-’;’-------------- T

Cisco SPA 303 VOIP Phone

Node Identity(2/E&H)

X
nacdemo.genians.net
nacdemo.genians.net
nacdemo.genians.net
Boston

Boston
nacdemo.genians.net
Boston

Boston

Boston

Boston

Boston

Boston

A%

Boston

IS8

sEAZt

2019-09-04 05:08
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DPI in Genian NAC

N N N NN SN BN SN BN SN BN BN BN S R

Platform Information

Search Engine

End of Sales

End of Support

Wired Connection
Wireless Connection
Fingerprinting Source

Added at

Manufacturer Name
Homepage
Headquarters

Business Status

r Cisco SPA 303 VOIP Phone

G o -

Jun 04, 2018

Cisco Systems Inc

United States of America

Ongoing

Suggest Update

Platform’s Common Vulnerabilities and Exposures (CVE)

CVE-ID Severity v3.0 Severity v2.0 Description

Cross-site scripting (XSS) w
allows remote attackers to inject arbitrary

veb user interface on Cisco Small Business SPA300 and SPAS00 phones
web script or HTML via a crafted URL, aka Bug ID CSCuoS:

The debug conscle interface on Cisco Small Business SPA300 and SPAS00 phones does not properly perform
ation, which allows local users to execute arbitrary debug-shell commands, or read or modify data in memory or a
stem, via direct access to this interface, aka Bug ID CSCun77435.

07/00/2014

Manufacturer’s Common Vulnerabilities and Exposures (CVE)

CVE-ID Severity v3.0 Severity v2.0 Description
C Avulnerability in the 8ddquo;plug-and-play&rdquo; services compenent of Cisco Industrial Network Director (IND) could
09/05/2019 allow an unauthenticated, remote attacker to acce: ensitive information on an affected dev ulnerability is due to

improper access restrictions on the web-based management interface. An attacker could exploit this vulnerability by
ding a crafted HTTP request to an affected device. A successful exploit could allow the attacker to access running
cenfiguration information about devices managed by the IND, including administrative credentials.

A vulnerability in the Cisco Webex Teams
arbitrary commands on an affe ystem. This vulnerability is due to improper restrictions on software logging feat
used by the application on Windows operating systems. An attacker could exploit this vulnerability by convincing a
targeted user to visit a website designed to submit malicious input to the affected application. A successful exploit could
allow the attacker to cause the application to medify files and execute arbitrary commands on the system with the
privileges of the targeted user.

lient for Windows could allow an unauthenticated, remote attacker to execute

s

C Avulnerability in Cisco Jabber Client Framework (JCF) for Mac Software, installed as part of the Cisco Jabber for Mac
09/05/2019 client, could allow an authenticated. local attacker to execute arbitrary code on an affected device The vulnerability is due
to improper file level permissions on an affected device when it is running Cisco JCF for Mac Software. An attacker could
joit this vulnerability by authenticating to the affected device and ex g arbitrary code or p: medifying

ain configuration files. A successful exploit could allow the attacker to ute arbitrary cod
configuration files on the device using the privileges of the installed Cisco JCF for Mac Software.

A vulnerability in the web-based management interface of Cisco Identity Services Engine (ISE) Software could allow an
09/05/2019 unauthenticated. remote attacker to conduct a cross-site scripting (XSS) attack against a user of the web-based
management interface of an affected device. Th Inerability exists because the web-based management interface of the
affected device does not properly validate us: upplied input. An attacl could exploit this vulnerability by uading a
user to click a crafted link. A successful exploit could allow the attacker to execute arbitrary script code in the context of the
affected interface or access sensitive, browser-based information

C A wvulnerability in the authorization module of Cisco Content Security Management Appliance (SMA) Software could allow
09/05/2019 an authenticated, remote attacker to gain out-of-scope access to email. The vulnerability exists because the affected
not correctly implement role permission controls. An attacker could exploit this vulnerability by using a
specific permissions. A successful exploit could sllow the attacker to access the spam quarantine of other

Node Business(2&) & Vulnerability(F2fA)

Genians
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DPI in Genian NAC

& | =SB A v ERE a4
* M7 HFFI M RIS AL ST 22750 == FAT 0| +3 ojo|@Lch
- ERE CVE +g
1 'Clsco Catalyst 2960X-24TS-LL Switch g, 0 8
= 4 Cisco Catalyst 2960 Switch 4 0 1
7P A 1750 1

e Platform Intelligence / Cisco Catalyst

Platform Information http: outer-switch.com/w
Search Engine Search on Google
O N N N N N R N S SN B RN R N R
End of Sales Yes (2015-11-06) more info I
|-
"1
End of Support Planned (2020-11-30) 1
O R S B B N B
Wired Connection Yes
Wireless Connection
Fingerprinting Source NIC VENDOR
Added at Aug 20, 2014
Manufacturer Name Cisco Systems Inc
Homepage http:/Awww.cisco.com
Headquarters United States of America
Business Status Ongoing

Suggest Update

Genians



Value of DPI

(V) Granular Visibility ’%

Q\/ Lifecycle Mgmt.

/ Vulnerability Mgmt.
(Scan-less Vulnerability Assessment)
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Granular Visibility

\printing Device Information Business Information

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIII

» Device Plat orm > Platform Name » EOL(End of Life)
> Platform Type > EOS(End of Support)
‘ » Platform 0S » Acquisition
Device Vulner. ‘v > Platform URL > Out of Business
» Connection Type
CVE for Platform / Manufactu > Manufacturer

- »  Security News (Coming Soon)

llllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllllll
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Lifecycle Mgmt.

Windows 7 X|210| 20204 1g 144XI2 S 2 EL|C}.

& i< Windows 7

Windows 7 X| & =3 F7|

Microsofti= 2009 108 222 0f Windows 72 ZAISIEA 104 7t M= X212 M ZSHZCHD =3t bt Q& L|C 1049 X & 7|740] B2 5P Microsofts
Hu 7e ME2 SEE Kot ol FXE UET + AES Windows 7 A 22 ST HZLL|CHL Windows 72| X2 S22 2 20204 12 14 ALICHL

o
| Jd0[=20=PCESE £7| /3t 7|2 X L Windows HE0|EE ST AZEQ N AGH0[EZH G 0|4 MSEIA 2 AL § 0|4 HISEX| e ME|

LALEA|I0] 25 420 EUBHA| e 8 20204 12 T7HA| = Windows 102 2 H 35t 210 E& LI

2 HA|
v Xo| ZRE|H YA =ILtR?

o1 A sfjof stLtQ?

7|1Z PCZ Windows 1022 A0 ESt 4= 9ILQ?

Windows 102 £ 22 H13|0|=38}2{H oL 8Lt Q?

i S A= AI2S o LQ?

B = P = s = I =

20204 1€ 14 0|30 = 6{T3] Windows 72 HE QAZ% 4= QLIR?

i@ EE5Y 0|20 K3 Windows 78 £X] 2 HE 2FT £ UK 2ot YO0|EE 2otg == 27| HE 2t Tt BHo|ZH A0 & FBT ;
.

®

< < < KL

Windows:7

N

L|C} 20204 1€ 14Y 0|Z=0f= Windows 70| OFLl Windows 102 AF23H= 740| =4 L|CH
Vv Internet Explorer= Windows 70{|A] 03| X|E|LtR?

Vv Windows 7 EnterpriseZ 2351 Q= A0 = O{EH7IR?

Vv Windows 7 Embedded= 0{H7IR7?

v ]2 =232 A Windows 10 PCE 0|52 4= QlLIR?

M
Vv Windows 7 X| 2 &&= L Microsoft Office H0j| &2 FL|7p?

XI&: https://support.microsoft.com/ko-kr/help/4057281/windows-7-support-will-end-on-january-14-2020
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Vulnerability Mgmt.

D N N N N N

NC250

Platform’s Common Vulnerabilities and Exposures (CVE)
CVE-ID Severity v3.0  Severity v2.0 Description

CVE-2017-10796 On TP-Link NC250 devices with firmware through 1.2.1 build 1705152anyone can view video and audio without «

07/0212017 authentication via an rtsp://admin@yourip:554/h264_hd.sdp URL.  "sssssssssssssssssnnnsnnannnnnnnnnnnnnns -

U2 )
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DPI 21 [ieh

Software Defined Software Defined

WAN(SD-WAN) Perimeter(SDP)
L ) L
Next Generation Cloud Access
FW & IPS Security Broker(CASB)

Identity based Security Policy

XUAA () (@) Genians



“ Collector NAC Integration

DPI| Cooperation

DPI(Device Platform Intelligence) API ™
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