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‘501억’ 개
(50,100,000,000)

2020년 네트워크 상의 단말의 수 (by�Cisco)



‘BYOD’�와 ‘IoT’
Bring�Your�Own�Device Internet�of�Things

BYOD, Y12 ~ IoT, Y15~



‘IoT 단말’ 폭발적 증가



‘IoT 위협’ 증가

Attack
Surface

Resource
Limitation

Open
Platform



Is�a�Real?

The Jeep Hack (2015) Casino Gets Hacked Through Its Internet-Connected 
Fish Tank Thermometer (2018)

ü 제조사텔레메틱스시스템원격취약점발견

ü 모바일네트워크연결후자동차권한획득

ü 헤드유닛(라디오/네비게이션등)�접근

ü 수족관자동온도조절장치를해킹

ü 카지노서버에침투

ü 방문객데이터를절취



‘State�of�Mobile�Device�Awareness’

9.1%
(Completely)

‘Y12

자료:�SANS�Mobile/BYOD�Security�Survey�2012



‘State�of�Mobile�Device�Awareness’

3.9%
(전혀 몰라욧!!)

자료:�SANS�Mobile/BYOD�Security�Survey�2012



‘Lack�of�IoT Security�Awareness’

14%

자료:�Trendmicro Research�Finds�Major�Lack�of�IoT Security�Awareness,�Nov.�2018

‘Y18



자료:�Trendmicro Research�Finds�Major�Lack�of�IoT Security�Awareness,�Nov.�2018

14%

86%

37%

63%

IoT 위협을 (완벽히) 인지

그렇지 않음

IoT 보안 요구사항을 인지

그렇지 않음



Spending�vs�Growth

자료:�Gartner,�TELECOM�TV,�Various



25% 10% 50%
of�Enterprise
attacks�will�
involve�IoT

of�IT�Security
budgets�

allocate�to�IoT

of�IoT
implementations

will�use
Cloud�security

By�2020

자료:�Gartner,�TELECOM�TV,�Various



It’s�the Visibility,�stupid

네트워크에 존재하는 ‘단말 가시성’ 확보가 중요



가시성(Visibility)
NG�Firewall�/�IPS

WIPSNAC 취약점 스캐너IT�자산 관리

CloudData�Center IoT OTOn-premise

IT�Asset�Discovery

IoT Asset�Discovery

Network�Asset�&�Device�Discovery

Device�Visibility

Device�Identity

Auto�Classification



가시성(Visibility) v1.0

‘같은 종류’로 구분해 보세요.
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가시성(Visibility) v1.0

‘같은 종류’로 구분해 보세요.�다르죠?



Human�Friendly

GXP-1630

CP920

PA1688

VVX301

J169MX3071

SL-M4020ND

MX-M2630

105SL

P431dn

Printer VOIP�Phone



‘Resolution’(해상력,�분해능)

…
…

The�more,�the�better

192.168.50.24�|�40:8D:5C:1A:D0:E4�|

192.168.50.24�|�40:8D:5C:1A:D0:E4�|�Desktop�|�

192.168.50.24�|�40:8D:5C:1A:D0:E4�|�Desktop�|�Ubuntu�Linux�|

192.168.50.24�|�40:8D:5C:1A:D0:E4�|�Desktop�|�Ubuntu�Linux�|�Scott�|

192.168.50.24�|�40:8D:5C:1A:D0:E4�|�Desktop�|�Ubuntu�Linux�|�Scott�|�Boston

IP MAC Category OS User Location



Visibility�Techniques
Active

Passive
To�Node To�Others(SVA*)

l SNMP�Trap

l DHCP�request

l HTTP�user-agent

l ICS�OT�(Modbus..)

l Netflow

l RADIUS

l MAC�OUI

l ……..

l Infrastructure�Polling

l AP�Controller�Integration

(Meraki,�Cisco�ACI…)

l Cloud�Integration

(AWS,�AZURE)

l LDAP

l RESTful�API

l Orchestrations(EDR…)

l Scanning

l SNMP�Request

l Agent�Based�Inspection

l Banner�(FTP,�Telnet…)

l HTTP�user-agent

l Open�Port

l UPnP

l ………

*�SVA:�Scan-less�Vulnerability�Assessment



SVA,�Why?(Scan-less�Vulnerability�Assessment)

Visi
bilit
y�

Tec
hniq

ue

IoT



NAC(Network�Access�Control)

Illuminate
Network�

Tidy Up
Network

Control
Network

Detect�/�Identified
Node

Classify�/�Group
Node

Policy�Enforced
Node



NAC(Network�Access�Control)

l IP�관리 어려움 l 단말 관리 어려움 l 관리 항목 증가

GPDB�v1.0
(Genian Platform�DB)



DPI(Device�Platform�Intelligence)

l GPDB�v2.0

l Over�10�Years

l 30,000+�Rules

l L2�&�L3�Fingerprint



DPI�tells�you…

Device
(식별정보)

Business
(확장정보)

Vulnerability
(취약성정보)

l IP�/�MAC

l Platform�Name

l Platform�Type

l Platform�OS

l Connection�Type

l Image

l Manufacturer

l Platform�URL

l End�of�Life

l End�of�Support

l Out�of�Business

l Acquisition

l CVE�for

Platform�/�

Manufacturer

l Severity

l Description

l News�(plan)

IP�Camera



DPI, It’s�Real



DPI Coverage

Industrial�IoTIT(OA) IoT

Laptop

DesktopMobile

Wireless

Server Switch

Gateway IP�Camera Controller

Industrial
Printer

Building�
Adapter

Panel

PLC
HMISensor

SpeakerMeter

Monitor



DPI Fingerprint�Source
Active

Passive
Layer�2 Layer�3

l FTP

l HTTP(S)�User-agent

l SMTP

l DHCP

l MAC�OUI�/�Vendor

l Telnet

l FTP

l SNMP�OID�/�Desc.

l Open�Port

l HTTP(S)�User-agent

l HTTP�Page

l HTTP�Certificate

l ModBus /�BACnet

l MAC�OUI�/�Vendor

l DHCP

l Hostname�(netbios-ns)

l SMB

l uPNP

l HPSLP�/�BJNP�/�CUPS

l SIP

l CDP�/�LLDP

지원예정



DPI Work�Flow
①정보수집

② 특징 추출

③ 규칙생성

④ 조회



Trust�Score

오랜 경험과 시행착오의 결과

MAC�+�SNMP�
Description

UPnP
(Universal�
Plug�&�Play)

DHCP�
Option�12

89 85 65



Device�Resolution�Vs�Coverage

Comparison,�DPI는 이미 글로벌
디바이스
정보수준

디바이스
커버리지

자료:�비교의수준은 Genians�자체평가결과임



DPI�in�Genian NAC

Node�Identity(식별정보)



DPI�in�Genian NAC

Node�Business(확장)�&�Vulnerability(취약성)



DPI�in�Genian NAC



Value�of�DPI

Granular�Visibility

Lifecycle�Mgmt.�

Vulnerability�Mgmt.�
(Scan-less�Vulnerability�Assessment)



Granular�Visibility

Device�Fingerprinting Device�Information Business�Information

Ø Device�Platform Ø Platform�Name

Ø Platform�Type

Ø Platform�OS

Ø Platform�URL

Ø Connection�Type

Ø Manufacturer

Ø EOL(End�of�Life)

Ø EOS(End�of�Support)

Ø Acquisition

Ø Out�of�BusinessDevice�Vulnerability

Ø CVE�for�Platform�/�Manufacturer

Ø Security�News�(Coming�Soon)



Lifecycle�Mgmt.

자료:�https://support.microsoft.com/ko-kr/help/4057281/windows-7-support-will-end-on-january-14-2020



Vulnerability�Mgmt.

NC250

ü 1분이면안방까지뚫린다…�사물인터넷파고든해킹 (KBS)

ü 안방 CCTV를누군가훔쳐본다…스마트홈파고드는 ‘IoT 해킹’�(동아일보)

ü IP�카메라해킹해남의집안방훔쳐본외국인강사벌금형 (연합뉴스)

ü 홈 IoT 도어락해킹해 10초만에딸깍 (보안뉴스)

ü ‘실종된사생활’…IoT 해킹경고 (디지털타임스)

ü “현관문따고집안훔쳐보고”…’IoT 60%’�스마트홈해킹 ‘숭숭’�(KBS)



DPI 의 미래

‘Identity’ based�Security�Policy

DPI
CLOUD

Software�Defined�
Perimeter(SDP)

Cloud�Access
Security�Broker(CASB)

Software�Defined
WAN(SD-WAN)

Next�Generation
FW�&�IPS



DPI�Cooperation

NAC�IntegrationAPI Collector

Query�- Response Working�withStandalone�App.

DPI
CLOUD



감사합니다.


